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DESCRIPTIVE QUESTIONS FOR MAIN EXAMINATION. 

1. Cyber security, in the near future, will be the main component of the state’s overall national 

security and economic security strategies. In this context highlight India’s approach to combat such 

challenges in recent times. (Internal Security) 

 

DESCRIPTIVE QUESTIONS 

MODEL ANSWERS 

1. Context: Cyber security is concerned with making cyberspace safe from threats, namely cyber-

threats. The notion of “cyber-threats” is rather vague and implies the malicious use of information 

and communication technologies (ICT) either as a target or as a tool by a wide range of malevolent 

actors.  

Cyber security is thus more than just information security or data security, but is nevertheless closely 

related to those two fields, because information security lies at the heart of the matter. 

Need For Cyber security: 

1.   To ensure critical infrastructure system do not collapse under any situation. 

2.   To ensure Business continuity. 

3.   To ensure disaster recovery plans are tested regularly and upgraded. 

4. for the success of government initiatives like Digital India, Make in India and Smart Cities. 

India’s Vulnerability on cyber space: 

•     India remains vulnerable to digital intrusions such as cyber-espionage, cybercrime, digital 

disruption and Distributed Denial of Service (DoS). 

•   The crimes related to cyber world can be multi-layered, multi-location, multilingual, multicultural 

and multi-legal, that’s why it is difficult to investigate and reach to the criminal. 



 

 

•   The cases related to cyber crime have increased by 70% in the year 2014 as compared to the year 

2013. 

•   There is growing threat from online radicalization. 

•   The number of cybercrime cases registered in India has risen by 350 per cent in the three-year 

period from 2011 to 2014, according to a joint study by PwC and Assocham.•   With the growing 

adoption of the Internet and smart-phones, India has emerged “as one of the favourite countries 

among cyber criminals.” 

•   Major security threat: Critical infrastructure: Attackers can gain control of vital systems such as 

nuclear plants, railways, transportation or hospitals that can subsequently lead to dire 

consequences. 

•   Despite having a National Cyber Security Policy (2013), risks to our critical infrastructure remain. 

•    In spite of instituting a National Cyber Security Coordinator (2014), the rivalries between the 

National Technical Research Organisation (the nodal agency for cybersecurity) and the Ministry of 

Communications and Information Technology impede cooperation. 

•   Lack of coordination among different government agencies. 

•   China’s emphasis on ‘cloud computing techniques’, and the involvement of its Ministry of State 

Security in this endeavour, suggests that it is preparing for allout offensive cyber operations. India 

would be a prime target. 

India Needs: 

1.   Bleeding edge technology: Bleeding edge refers to technology that has been released but is still 

not ready for the general public due to the fact that it has not been reliably tested. The term 

bleeding edge was formed as an allusion to the similar terms "leading edge" and "cutting edge". 

2.   Big data analytics: it is the process of collecting, organizing and analyzing large sets of data (big 

data) to discover useful information. 

3.   Air gapping: Air gapping is a security measure that involves isolating a computer or network and 

preventing it from establishing an external connection. An air gapped computer is physically 

segregated and incapable of connecting wirelessly or physically with other computers or network 

devices. 

4.   Emphasis on cloud computing techniques. 

5.   Offensive cyber operations and strengthened cyber security. 

 


